@r International Journal of Pharmaceutical Research and Applications

i\

UPRA Journal

J Volume 10, Issue 2 Mar—Apr 2025, pp: 2433-2442 www.ijprajournal.com

A Comprehensive Study of Vaccine Safety Monitoring System:
Challenges an Solution

Prof.(Dr.) Mohd.Wasiullahl, Prof.(Dr.)Piyush Yadav2, Mr. Mohit
Vishwakarma™3, Aroos Fatima%

Date of Submission: 20-04-2025

Date of Acceptance: 30-04-2025

ABSTRACT

Vaccination is a critical public health tool that
provides immunity against infectious diseases by
stimulating the body’s immune response.
Historically rooted in early practices like
variolation, modern vaccines have evolved through
scientific advances, including mRNA and viral
vector technologies. Vaccines undergo rigorous
clinical trials and ongoing monitoring to ensure
safety, efficacy, and effectiveness. Various vaccine
types exist—such as live-attenuated, inactivated,
and subunit vaccines—each with  specific
administration routes. Immunization programs,
guided by public health authorities, aim to reduce
disease burden and promote equity. However,
vaccine failures can occur due to factors related to
the vaccine itself, the host, administration methods,
or the pathogen. Continuous evaluation and
surveillance are essential for maintaining vaccine
safety and effectiveness, especially in light of
emerging challenges such as antigenic variation
and rare adverse events.
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l. INTRODUCTION

Infectious agents have the unique ability
to trigger immunity, meaning that if someone is
exposed to the same pathogen again, their body is
better prepared to fight it off. This immunity is
specific to infectious diseases and doesn’t apply to
other risks like chemicals or radiation. Throughout
history, people noticed that surviving certain
diseases made them less likely to get sick again,
which led to the development of vaccines and
vaccination practices.[1]

Before vaccines are added to public
immunization programs, they undergo extensive
clinical trials to ensure they’re safe, stimulate an
immune response, and work effectively. However,
after being introduced, factors like waning

immunity or rare side effects might become
apparent over time, which could require
adjustments to vaccination strategies.[2]Ongoing
monitoring of vaccine safety, effectiveness, and
coverage is essential to ensure they continue to
have a positive impact on public health.

Vaccines have been key in preventing
many infectious diseases and improving global
health by helping the immune system recognize
and fight off harmful germs. Thanks to vaccines,
diseases like smallpox, polio, measles, and flu have
been greatly reduced worldwide.[3]

HISTORY OF VACCINE

Immunization has been around for
centuries. In the 16th century, people in India used
variolation, a practice where material from
smallpox sores was introduced into healthy people
to help protect them from the disease. A similar
method was also used in China as far back as 1000
AD.[4] The modern concept of vaccination started
in 1774 when an English farmer named Benjamin
Jesty used cowpox material to protect his family
from smallpox. Edward Jenner took this idea
further in 1796 by proving that cowpox could
provide protection against smallpox. This led to the
development of the smallpox vaccine, which
eventually helped eradicate smallpox globally by
1980.[5]

In the late 1800s, Louis Pasteur made
huge advances by creating vaccines for rabies and
anthrax. The 20th century brought vaccines for
diseases like diphtheria, tetanus, polio, measles,
and flu. In the 1950s, new techniques using cell
cultures allowed for the development of viral
vaccines, like those for polio and measles.With
new technology in the late 20th and early 21st
centuries, vaccines like those for hepatitis B, HPV,
and COVID-19 (using mRNA) were developed,
marking another big leap forward in vaccine
science.
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Immunization Explained

Immunization is about protecting people from
diseases, usually through vaccines or antibodies.
Passive immunization involves giving someone
antibodies  directly, providing  short-term
protection, but no lasting immunity. This means the
body doesn't build long-term defenses.[6]

Active immunization, on the other hand, is what
most vaccines do. They train the immune system to
recognize and fight off diseases, offering long-term
protection. Vaccination is always a preventive
measure, not a treatment for existing illnesses.

The term vaccination originally referred
specifically to the cowpox vaccine but now
includes all types of vaccines.[7] Over time, the
word “inoculation” has been replaced by
"vaccination."”

TYPES OF VACCINE

Vaccines can be grouped based on what they

contain and how they work. Here are the main

types:

1. Live-Attenuated Vaccines: These vaccines
contain a weakened form of the pathogen that
can still replicate in the body, but it’s not
strong enough to cause illness. Examples
include the MMR (measles, mumps, rubella)
vaccine and the oral polio vaccine.[8]

2. Inactivated (Killed) Vaccines: These
vaccines use pathogens that have been Kkilled

so they can’t replicate, but they still trigger an
immune response. Examples are the
inactivated polio vaccine, the hepatitis A
vaccine, and the rabies vaccine.

Subunit, Protein, and Polysaccharide
Vaccines; These vaccines use specific pieces
of the pathogen—Ilike proteins or sugars—to
prompt the immune system to react. Vaccines
for hepatitis B, pneumococcal infections, and
meningitis fall into this category.[9]

Toxoid Vaccines: These vaccines use
inactivated toxins (toxins that bacteria
produce) to stimulate immunity. Examples
include the vaccines for diphtheria and tetanus.

In addition to these traditional types, newer vaccine
technologies include:

1.

Viral Vector Vaccines: These vaccines use a
harmless virus, which is modified to carry and
deliver the pathogen’s antigens to the body.
The Ebola vaccine and some COVID-19
vaccines (like AstraZeneca and Johnson &
Johnson) are examples.

MRNA Vaccines: These vaccines work by
using messenger RNA (mRNA) to tell cells in
the body to produce a piece of the pathogen
(like a protein).[10] This triggers the immune
system to respond. Well-known examples
include the Pfizer-BioNTech and Moderna
COVID-19 vaccines.

Injection (Parenteral)

. . Diphtheria, tetanus,
Intramuscular (in a muscle): acellular pertussis
Type b, hepatitis B,

Haemophilus influenzae:

inactivated polio  and
meningococcalconjugate
vaccines.

Subcutaneous (under the skin):

Measles, mumps, rubella,
varicella and herpeszoster

Oral (in the mouth)

vaccines.
. . BCG vaccine, smallpox
Intradermal (in the skin): vaccine P
Rotavirus vaccines, oral

polio  vaccines, some

cholera and typhoid

vaccines.
. Live- n influenz
Intranasal (in the nose) vacgineatte uated uenza

TABLE : 1 For some diseases, different vaccines with contrasting routes of administration .
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Vaccine Trials and Licensure

The process of developing a new vaccine
starts with identifying a clear need for it. Once
early research shows promising results, clinical
trials are conducted to ensure the vaccine is safe
and effective. These trials are carried out using
batches produced under strict quality standards and
generate the data needed for regulatory approval.
Vaccine trials are divided into four phases, each
with its own specific goals and design.[11]

VACCINE TRIAL PHASE

Before a vaccine is approved for general
use, it undergoes a series of clinical trials to assess
its safety, ability to stimulate an immune response
(immunogenicity), and overall effectiveness
(efficacy). These trials follow the same procedures
as other clinical studies and are closely monitored
by health authorities around the world.

e Phase | Trials: The first stage of human
testing, usually involving a small group of
healthy adult volunteers. The primary focus is
on evaluating safety.

e Phase Il Trials: These trials are conducted on
the target population (e.g., children), often
with a few hundred participants. The goal is to
assess safety further and measure immune

different trial phases into one study, have
become more common.

The whole vaccine development process
typically takes over 10 vyears, but in urgent
situations like the Ebola or COVID-19 outbreaks,
this timeline was accelerated.[14]

Vaccine manufacturing

Vaccine production started in the early
19th century, with individual researchers, some of
whom made vaccines for commercial use. By the
early 20th century, the first companies focused
solely on vaccine production were established,
alongside public health institutes that also began
manufacturing vaccines.

However, making vaccines is more costly
and requires a larger investment compared to other
pharmaceutical products, mainly because of stricter
regulations.[15] This has made it harder for smaller
companies and public health organizations to
produce vaccines on their own.[16]

Today, the global vaccine market is
largely controlled by four big pharmaceutical
companies. GlaxoSmithKline (GSK), Merck,
Pfizer, and Sanofi. From a public health standpoint,
this for smaller or less profitable markets.

responses to different doses or vaccine
candidates.[12]

e Phase Il Trials: Large-scale trials involving
tens of thousands of people to evaluate both
safety and effectiveness.

e Post-licensure Studies (Phase IV Trials):
After the vaccine is approved, Phase IV trials
continue to monitor its performance in the
general population.[13] These are not
experimental like earlier phases but focus on
ongoing safety and effectiveness monitoring

Phase Il and 111 trials are typically double-
blind, randomized controlled trials. Participants
are randomly assigned to receive either the vaccine
or a placebo (or sometimes an existing vaccine),
and neither they nor the researchers know which
group they belong to. The goal is to see if the new
vaccine performs better (superiority study) or at
least as well (non-inferiority study) as current
treatments, while possibly offering other benefits
like fewer side effects or lower cost

Participants are carefully selected based
on strict criteria, and their health is closely
monitored throughout the trial to meet regulatory
standards. In recent years, adaptive trial designs,
which combine
Moreover, reduced competition has led to higher
vaccine prices.

VACCINATION PROGRAM

The main goal of vaccination is to reduce
illness and mortality from vaccine-preventable
diseases and promote health equity.[17]A
structured vaccination program is more efficient
and safer than simply making vaccines available. It
includes clearly defined goals, strategies,
operational frameworks, and monitoring methods.
Successful vaccination programs are provided free
of charge as part of a coordinated public health
initiative. These programs include guidelines,
vaccination coverage goals, disease control targets,
and  systematic  monitoring  of  program
effectiveness and safety. The term "vaccination
programme" can refer to multi-vaccine or single
vaccine programs, with governments typically
implementing these programs at the national or
regional level.[18]

History of vaccination programmes

The first recorded use of vaccination
occurred in the 18th century for military purposes,
focusing on preventing smallpox outbreaks among
soldiers. Subsequent efforts were also aimed at
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military personnel. Civilian vaccination programs
emerged in Europe and North America in the early
19th century to control smallpox. By the 1950s,
Western countries introduced routine vaccination
programs against poliomyelitis, diphtheria, and
tetanus, marking the beginning of structured
national immunization efforts. By 2018, most
countries had incorporated at least nine or more
vaccine antigens into their national immunization
schedules. International vaccination programs are
required for disease eradication, with smallpox
being the only vaccine-preventable disease to have
been successfully eradicated.[19]

MONITORING AND EVALUATION OF
VACCINATION PROGRAMMES

Vaccination programmes offer significant
benefits at individual and population levels,
improving public health. However, they can also
have unintended effects. Continuous monitoring of
benefits and risks is crucial throughout the
program's lifespan.[20] Key areas and tools are
outlined in Table 2, aiming to sustain or adapt the
programme to maximize benefits while minimizing
risks.

The monitoring and evaluation of
vaccination programmes involve  various
stakeholders, including governments, public health
authorities, regulatory agencies, and vaccine
manufacturers. Governments and public health
authorities are responsible for implementing and
funding vaccination programs, ensuring their safety
and effectiveness. Regulatory agencies, such as the
European Medicines Agency and the US Food and
Drug Administration, oversee vaccine market
authorization and safety assessments. They can
require manufacturers to conduct additional safety
studies and evaluate pharmacovigilance and risk
management plans. Manufacturers, also known as
marketing authorization holders, monitor vaccine
benefits, safety, and overall benefit-risk
profiles.[21] They are legally required to assess the
effectiveness and safety of their licensed vaccines
and report any suspected adverse reactions to
regulatory authorities. Academic epidemiologists
and international networks are key in conducting
epidemiological ~ studies on vaccines and
vaccination programmes, relying on data from
multiple studies across different countries.

Vaccine safety

Vaccines are not entirely risk-free
medicines, but they are administered to healthy
individuals as a preventive measure at a population

level, reinforcing the ethical principle of primum
non nocere. Scientist Maurice  Hilleman,
responsible for developing over 40 vaccines,
famously stated that he never breathed a sigh of
relief until the first 3 million doses were out there.
Large-scale clinical trials are not sufficient to
detect rare or uncommon adverse events following
immunization (AEFI).[22] The post-licensure
phase is where most information about rare and
uncommon AEFI is gathered, particularly
regarding vaccine safety in diverse populations,
including those excluded from clinicaltrials. The
unprecedented speed and scale of COVID-19
vaccine deployment made it essential to quickly
detect and investigate potential safety concerns.
Confirmed safety signals include Vaccine-Induced
Thrombosis and  Thrombocytopenia  (VITT)
associated with some adenoviral vector vaccines
and myocarditis linked to mRNA vaccines. The
detection and reporting of AEFI also depend on the
data systems used in vaccine safety surveillance
[23]

The safety of COVID-19 vaccines has
been a challenge due to various factors, including
vaccine-related, pandemic-related, and response-
related factors. Vaccine-related factors include the
use of new technologies like MRNA and adenoviral
vector vaccines, the introduction of novel
adjuvants, and concerns about vaccine-associated
enhanced disease(VAED).

Pandemic-related factors include the
widespread SARS-CoV-2 infection, which could
lead to mistaken infections in recently vaccinated
individuals. Response-related factors include
emergency-use authorizations, shorter follow-up
times, increased administration errors, and public
perceptions of AEFI.[24]Clinicians play a crucial
role in identifying new or rare AEFI, which are
confirmed through vaccine surveillance systems.
For example, VITT and myocarditis were first
detected by specialist hematologists and
cardiologists, leading to further investigation and
public health actions.[25]

Factor leading to immunization factor
Immunization failure occurs when a
vaccine does not provide the expected protection
against a disease. This failure can be classified into
primary vaccine failure (when the immune
system fails to respond to the vaccine) or
secondary vaccine failure (when immunity wanes
over time). Several factors contribute to vaccine
failure, categorized into vaccine-related, host-
related, and administration-related factors.
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. Vaccine-Related Factors

. Improper Storage and Handling

e Many vaccines require specific temperature
conditions (usually 2°C-8°C). Exposure to
heat, freezing, or light (for light-sensitive
vaccines like BCG and MMR) can degrade the
vaccine.[26]

e Cold chain failures during transportation or

storage reduce vaccine potency.

. Expired or Contaminated Vaccines

e Expired vaccines may lose their effectiveness,
leading to failure.

e Contamination (due to improper handling)

may alter the vaccine’s composition or cause

infections instead of immunity.[27]

QD

(o

N

. Host-Related Factors

. Age and Immune System Maturity

e Neonates and infants may have immature

immune systems or maternal antibodies that
neutralize the vaccine before it induces
immunity (common with measles or pertussis
vaccines).

e Elderly individuals may have weakened
immune responses, leading to reduced vaccine
effectiveness (e.g., influenza and COVID-19
vaccines).[28]

. Genetic Factors

e Some individuals may have genetic variations

affecting their immune response to vaccines
(e.g., HLA genes).

e FEthnic and racial differences can influence

vaccine response due to genetic diversity.

QD

O

Challenges and solution

Vaccine safety concerns can arise when
there is a perceived increase in known adverse
events (AEFI) or when a new type of adverse event
is reported for the first time. The Brighton
Collaboration and the Coalition for Epidemic
Preparedness Innovations (CEPI) Safety Platform
for Emergency Vaccines (SPEAC) Project
compiled a list of Adverse Events of Special
Interest (AESI) before the COVID-19 vaccine
rollout.[29] These AESI were chosen based on their
previous association with vaccination, experience
with similar vaccine platforms, or potential link to
complications  of the  targeted  disease.
Distinguishing between a genuine vaccine safety
signal and a coincidental event requires robust
surveillance and clinical follow-up. A safety signal
in pharmacovigilance is defined as reported
information on a possible causal relationship
between an adverse event and a drug, previously

unknown or incompletely documented.The process
of safety signal management involves several steps:
signal detection, signal validation, and signal
investigation.[30]

Spurious report

The global public health challenge of
vaccine hesitancy has led to false reports of deaths
or severe illnesses, especially on social media.
These misleading claims can erode public
confidence in vaccines and negatively impact
vaccination programs, potentially triggering reposts
or similar claims mistakenly identified as safety
signals.

Politics and social media

Political polarization has led to an
increase in anti-vaccine rhetoric, particularly
among mainstream political figures who often use
social media to share their views. This has
amplified vaccine skepticism.[31]Healthy
recipients, such as pregnant women and
immunosuppressed individuals, are more likely to
accept COVID-19 vaccines when not pregnant due
to safety concerns. Routine pharmacovigilance for
these groups is challenging, as many surveillance
systems do not reliably track pregnancy status and
few can link maternal vaccination to infant health
outcomes.

Solicited surveillance

Solicited surveillance is a widely used
method in COVID-19 vaccine rollouts, including
V-SAFE, Yellow Card Vaccine Monitor, and
usVaxSafety. These systems collect comprehensive
demographic data and send follow-up messages to
vaccine recipients at specific intervals. If a
recipient reports an adverse events (AEFI), they
can provide categorized responses about local or
systemic reactions, allowing for automated
calculations of reaction rates.[32] These results are
then compared with clinical trial data to assess
consistency or potential concerns. Subgroup
analysis allows monitoring of high-risk groups,
such as pregnant individuals, and provides publicly
available data visualizations.

Solicited surveillance plays a critical role
in assessing common short-term AEFI, providing
early data for public health communication, and
boosting public confidence by monitoring vaccine
safety in real-time. However, these systems have
limitations, such as smaller sample sizes, declining
response rates over time, and only including
individuals who respond to messages.[33]Despite
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these challenges, solicited surveillance remains an
essential  tool for characterizing  vaccine
reactogenicity and informing public health
decisions.[34]

Overcoming the challenges

Automated data exchange between VIS
and other healthcare systems can address issues
faced by healthcare professionals by establishing
standardized data formats. Data standards are
documented agreements that define data
representation, format, and recording rules to
maintain uniformity across different sources.[35]
Health Level 7 (HL7) Fast Healthcare
Interoperability Resources (FHIR) is a widely used
international interoperability standard that defines
how health information is structured and
exchanged between systems. FHIR divides health
records into modular components called
"resources” that can be extracted and reused. It is
flexible, requiring no specific programming
language, and is well-suited for internet-based
technology and mobile applications. Integrating
HL7 FHIR between VIS and other health systems
has been shown to enhance immunization data
quality and improve efficiency in vaccination
record management.[36]

Data quality

High-quality immunization data is crucial
for effective vaccination program management.
Data quality is assessed based on three criteria:
completeness, timeliness, and accuracy. Challenges
in data quality include inadequate validation
processes, lack of data quality control, missing
reports, duplicate or incomplete vaccination
records, delayed data entry, and incorrectly stored
information. Adult vaccination records are
particularly problematic, as reporting for adults is
often not mandatory[37]

Maintaining up-to-date contact
information is another common problem in VIS
data quality. In order to address these challenges,
an ideal VIS should include vaccination data from
all healthcare facilities, including public and
private facilities.[38] Improving timeliness is
essential to reduce delays and prevent missed
reporting, especially during outbreaks or
emergencies. Ensuring accuracy is also crucial.
Various countries have adopted alternative methods
to improve accuracy, such as Spain using barcode
scanning to input vaccination data into VIS, 15
countries using dropdown menus for healthcare
providers to select vaccines, Finland and Hungary

linking VIS data to product databases for automatic
updates, and Belgium integrating VIS with
electronic medical records via a web service. These
approaches have helped improve data quality,
reduce errors, and ensure more efficient
immunization record management across different
countries.[39]

Usability

The implementation of VIS has faced
several usability challenges, such as system
operation difficulties, limited access to adult
vaccination records, lack of developer support,
inability to adapt to user needs, failure to input past
records, inability to generate reports or track
vaccine accountability, poor integration with other
healthcare systems, manual data entry without
automation, slow, sometimes non-functional web
interfaces, and inability to perform specific
functions as required by users. To improve user
experience and functionality, developers should
involve users in the design, development, and
updates of VIS, ensure the system is user-friendly,
efficient, and designed for high acceptance, and
implement a monitoring mechanism to resolve
issues promptly.[40]

Government regulation

The European Medicines Agency (EMA)
emphasizes the importance of VIS in monitoring
vaccine benefits and risks, requiring timely data
collection. However, challenges such as VIS
ownership issues and lack of government support
for implementation have been identified. The
government's role is crucial in ensuring high-
quality immunization data collection. In countries
with low healthcare provider participation,
legislation can be introduced to mandate
immunization recording. Research suggests that
regulations can increase documented vaccination
records. Most  European  countries  have
government-owned VIS, as evidenced by the 2016
ECDC survey. Government ownership is essential
for effective VIS management.[41]

Current trend and future prospective in vaccine
safety monitoring

Vaccine safety monitoring has become a
critical aspect of public health, particularly after the
rapid development and deployment of COVID-19
vaccines. Current trends emphasize the use of real-
time surveillance systems, artificial intelligence
(Al), and big data analytics to detect adverse events
more efficiently.[42] Traditional passive
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surveillance systems, such as the Vaccine Adverse
Event Reporting System (VAERS) in the U.S.,
have been supplemented with active monitoring
approaches like the Vaccine Safety Datalink (VSD)
and the Global Vaccine Safety Initiative (GVSI).
Al-driven algorithms are being used to analyze vast
datasets, identifying potential safety concerns faster
than manual methods. Social media and digital
platforms are now being leveraged to track
vaccine-related discussions, providing early signals
of adverse reactions and public concerns.[43]

However, several challenges persist, such
as underreporting of adverse events in passive
surveillance systems, public mistrust in vaccines,
ethical concerns related to data privacy and
security, and global disparities in vaccine safety
monitoring infrastructure. Standardizing reporting
mechanisms across different countries remains a
complex issue, making international collaboration
essential for a more comprehensive approach to
vaccine safety. Future perspectives focus on
enhancing proactive monitoring  through
blockchain technology, machine learning, and more
integrated global surveillance networks. However,
challenges like data privacy, misinformation, and
infrastructure disparities must be addressed for
these systems to be fully effective [44]

1.  CONCLUSION

The advancements in vaccine safety
surveillance, driven by the information revolution,
have significantly enhanced the detection and
monitoring of adverse events following
immunization (AEFI). The integration of modern
technologies, such as web-based reporting,
business-intelligence ~ systems, and  active
surveillance, has improved data collection and
analysis, strengthening public confidence through
real-world safety data. However, challenges
remain, particularly in the areas of interoperability,
data quality, security, and privacy. Addressing
these obstacles, alongside expanding citizen
engagement and improving infrastructure, is
essential to the continued success of vaccine
information ~ systems  (VIS). Furthermore,
expanding the scope of VIS to include adult
immunization records and addressing barriers faced
by citizens in utilizing these systems will be key to
optimizing global vaccine safety efforts. By
overcoming these challenges, we can ensure that
vaccine safety systems remain effective, reliable,
and trusted by communities  worldwide,
contributing to enhanced public health outcomes
across diverse populations.
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