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ABSTRACT: E-commerce is increasingly popular 

globally, including in Palestine and major Arab 

countries. It creates a global market of goods and 

services in which business and consumers contract 

with each other electronically.  It is a very effective 

business model which enables any consumer to 

purchase goods or services from practically 

anywhere in the world. In fact, using the Internet in 

electronic commerce makes it different from other 

using modes of electronic communication, and 

certainly ordinary way of communicating. The 

Internet allows businessmen to showcase and sell 

their products and services online at minimal cost; 

to develop and adopt an efficient marketing and 

promotional strategy; to reduce costs associated 

with advertising, marketing and customer care; and 

to increase the market share to expand to new 

markets. However, this phenomenon has caused 

many fraudulent and misleading advertisements to 

the consumer who needs for radical legal solutions 

especially in Palestine. This paper will examine the 

legal framework for consumer protection from 

misleading advertisements according to the 

Palestinian Presidential Decree No. (21) Of 2025 

Concerning to Electronic Commerce. In addition, 

this paper seeks to clarify the role of the Palestinian 

laws in regulating this issue and adopting the legal 

remedy and solution for the consumer protection 

against fraudulent and misleading advertisements 

through the Internet. This study mainly used the 

analytical and library research to examine the 

issues of consumer protection against misleading 

advertisements in Palestine. The laws of Palestine 

are used in this study to clarify the legal positions 

on the relevant issues above. It is found from this 

study that the seller should provide the consumer 

with all information in the electronic advertisement 

before concluding the electronic contract, and he 

should provide the consumer with all information 

by using all the ways that enable him to know the 

truth of the thing sold, the manner of its delivery 

and method of payment. The seller would be liable 

in the case of providing the consumer with wrong 

and misleading information to induce him to sign 

the electronic contract. Therefore, Palestinian 

Presidential Decree No. (21) Of 2025 Concerning 

to Electronic Commerce regulates and remedies 

these problems to protect the consumer against 

misleading advertises which leads to develop e-

transactions in Palestine in general. The benefit of 

this paper is to clarify the role of Palestinian laws 

in order to address the issues of consumer 

protection against misleading advertises in 

Palestine which contribute in the development of e-

commerce in Palestine. 
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I. INTRODUCTION 
The seller is the main player in an e-

transaction, as he provides the consumer with 

online goods and services. The consumer can 

access the Internet to browse websites advertising 

many types of goods. The seller relies on the 

satisfaction of the consumers to market their goods, 

while consumers are looking for sellers that 

provide high quality goods at the lowest price. On 

the other hand, consumers face many fraudulent 

activities when purchasing goods via the Internet. 

Therefore, clarifying the issue of consumers 

protection against Misleading Information in an e-

transaction is essential as they are the weaker party. 

Electronic contracts are binding on all 

parties. That is, they impose mutual obligations on 

every contracting party and the seller in particular. 

For this reason, the most important obligation of 

the seller is to provide the consumer with all 

information pertinent to goods or services. The 

seller is obliged to provide the consumer with 

relevant information of the contract starting from 

the period of advertising, concluding the contract to 

the delivery of goods or services. This information 
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includes price, specifications of goods or services 

and the method and place of delivery of goods. 

The Presidential Decree No. (21) Of 2025 

Concerning to the Electronic Commerce provides 

in article 2/2: This decree aims to achieve the 

following:  protect the electronic commercial 

transaction parties from cheating, misleading and 

deception[1]. In fact, this article is essential as it 

protects the consumer from fraudulent activities 

through the Internet due to there are many 

advertisements related to the goods and services 

which contain untrue information, and the 

consumer may fall as a victim of these misleading 

advertisements and illegal activities. 

The OECD Guidelines for Consumer 

Protection in the Context of Electronic Commerce 

1999 provides: “The Guidelines aim to encourage 

fair business, advertising and marketing practices; 

clear information about an online business identity, 

the goods or services it offers and the terms and 

conditions of any transaction; a transparent process 

for the confirmation of transaction[2]. 

The specifications of goods are very 

important for the consumer before deciding to sign 

or not to sign the electronic contract especially 

when there are many competitors on the Internet. 

For this reason, clarifying the nature of liability for 

misleading information and fraud before 

concluding the electronic contract is an important 

issue to protect the consumer against misleading 

advertisement. 

The consumers would have the right to 

sue a seller if he breached his contractual 

obligations especially in providing them with all 

correct information about the goods and services in 

e-transactions. Therefore, the researcher will study 

this legal problem to examine how the Palestinian 

laws remedy these issues, and to find an affect and 

legal solution for this issue in Palestine to increase 

the confidence of Palestinian consumers in e-

transactions and to encourage them to purchase the 

goods and services through the 

Internet.SLEADING INFORMATION 

 

II. MISLEADING INFORMATION 
The parties depend on the information of 

e-transactions, especially the consumer. In fact, the 

consumer needs important information in e-

transactions, especially the specification of goods 

and correct information on the seller. For this 

reason, discussing the information in e-transactions 

such as the obligation of the seller in providing the 

consumer with important information and the way 

and time of providing it, is a critical issue. In 

addition, some commercial websites contain wrong 

information to mislead the consumers and 

encourage them to purchase the goods. These 

issues require discussing the matter of misleading 

information on the Internet and the liability of the 

seller about misleading activities in e-transactions 

 

III. OBLIGATION OF SELLER IN 

PROVIDING INFORMATION IN 

ELECTRONIC CONTRACT 
  Theseller is obliged to provide the 

consumer with all information relating to the goods 

and services offered in electronic contract. Such 

information includes the specifications of sales, 

conditions, the potential risks of using the product, 

the ways of preventing these risks, the ways of 

using it, its delivery and the ways or methods of 

payment. 

The Presidential Decree No. (21) Of 2025 

Concerning to the Electronic Commerce provides: 

"The electronic advertisement must include, at a 

minimum, the following information:  a. Clarify 

that is an electronic advertisement. B. The name of 

online store and its commercial registration 

number. c. The electronic address and physical 

address, if any, and all available communication 

channels. d. The nature, characteristics, and 

condition of advertised product or service, along 

with any warnings related to them, if any, provided 

in a clear and detailed manner. e. The price of a 

product or service, inclusive all types of taxes. f. 

The method of product delivery or providing 

service, and associated cost. g. The available 

payment methods. h. The terms and details of after-

sales service, such as return, exchange, warranty, 

maintenance, and technical support. i. An offer 

validity period, if any. j. Any rewards or gifts, if 

any"[3].In fact, these information are important to 

consumer   to has full clarity about all information 

regarding to transaction, and he can decide to sign 

the contract. Furthermore, these information protect 

the consumer from fraudulent activities that may 

occur through the Internet. 

In addition, the Presidential Decree No. 

(21) Of 2025 Concerning to the Electronic 

Commerce provides: " It is prohibited for the 

electronic provider to include in the electronic 

advertisement any of the following: Deception, 

misleading, or ambiguity regarding to product or 

service" [4].Furthermore, the Presidential Decree 

No. (21) Of 2025 Concerning to the Electronic 

Commerce provides: "The electronic provider must 

display the electronic advertisement clearly in 
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Arabic language, and any other language can be 

added" [5].  

This article is important to inform the 

consumer in all important information regarding 

the electronic contract. This law imposes the seller 

to provide the consumer with all information of 

electronic contract clearly in Arabic language 

without any cheating or misleading. This obligation 

gives the consumer more protection in e-

transactions. 

Moreover, the Presidential Decree No. 

(21) Of 2025 Concerning to the Electronic 

Commerce provides: "The electronic provider shall 

be obligated in the following: Promotion, 

marketing, and sell the products and services that 

comply with the mandatory technical instructions 

and approved the Palestinian standards[6].This 

article is important to protect the consumer before 

concluding the electronic contract especially in the 

advertisement period that enable the consumers to 

have a clear information about this transaction as it 

protects them from misleading and fraud 

advertisements through the Internet. As a rule, the 

consumer has the right to be aware about all 

information before sign the electronic contract. 

Due to the importance of this issue in 

electronic contracts, the researcher will refer to the 

OECD Guidelines for Consumer Protection in the 

Context of Electronic Commerce 1999. In fact, 

these Guidelines provide important articles relating 

to the rights of the consumers in e-transactions in 

receiving the important information regarding the 

electronic contracts. In addition, the Presidential 

Decree No. (21) Of 2025 Concerning to the 

Electronic Commerce can benefit from these 

Guidelines to provide more protection to the 

consumers in e-transactions. 

The OECD Guidelines for Consumer 

Protection in the Context of Electronic Commerce 

1999 provides: “Businesses engaged in electronic 

commerce should provide sufficient information 

about the terms, conditions and costs associated 

with a transaction to enable the consumer to make 

an informed decision about whether or not to enter 

into the transaction"[7]. The seller should provide 

the consumer with all the important information 

relating to the electronic transaction, such as the 

costs of goods, the terms of delivery, methods of 

payments, and the details of conditions that are 

related to withdrawal, termination, and return of the 

goods. 

The OECD Guidelines also provide: 

“Such information should be clear, accurate, easily 

accessible, and provided in a manner that gives 

consumers an adequate opportunity for review 

before entering into transactions”[8].These 

information should be completely and clearly 

detailed and explained in order to enable the 

consumer to make a clear and sound decision 

before signing the electronic contract. 

Furthermore, the OECD Guidelines also 

provide: “Where applicable and appropriate given 

the transaction, such information should include the 

following: An itemization of total costs collected 

and/ or imposed by the business, terms of delivery 

or performance, terms, conditions and methods of 

payment, instructions for proper use including 

safety and health-care warnings, and information 

relating to available after-sales service[9].” 

This information is also very important to 

the consumer regarding his decision whether to 

reject or accept electronic contracts. They are also 

important as they protect the rights of the consumer 

and describe the issues pertaining to electronic 

contracts due to the fact that consumers can only 

inspect the goods online, and lack the option to 

alter the terms of contract provided by the seller via 

the website. Furthermore, this information is also 

important to the seller, as they will also encourage 

the consumer to purchase their goods. 

 

IV. TIME OF PROVIDING THE 

INFORMATION 
The Presidential Decree No. (21) Of 2025 

Concerning to the Electronic Commerce provides:  

"Before selling any product or service, the online 

store must, at a minimum, carry out the following 

steps: 

 

1.Announce the product or service in accordance 

with the provisions of Article (9) of this Decree-

Law"[10].  

As a rule, the seller must provide the 

consumer with this information before he 

concludes the electronic contract. According to 

article 9 of the Presidential Decree No. (21) Of 

2025 Concerning to the Electronic Commerce, the 

information should include: "a. Clarify that is an 

electronic advertisement. b. The name of online 

store and its commercial registration number. c. 

The electronic address and physical address, if any, 

and all available communication channels. d. The 

nature, characteristics, and condition of advertised 

product or service, along with any warnings related 

to them, if any, provided in a clear and detailed 

manner. e. The price ofproduct or service, inclusive 

all types of taxes. f. The method of product 

delivery or providingservice, and associated cost. g. 

The available payment methods. H. The terms and 
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details of after-sales service, such as return, 

exchange, warranty, maintenance, and technical 

support. i. An offer validity period if any. j. Any 

rewards or gifts, if any" [11]. 

Therefore, the seller should provide the 

consumer with all the information that he requires 

or needs before he concluding electronic contract at 

any time according to the Presidential Decree No. 

(21) Of 2025 Concerning to the Electronic 

Commerce. 

In general, the Presidential Decree No. 

(21) Of 2025 Concerning to the Electronic 

Commerce compels the seller to provide the 

consumer with all information about goods and 

services, in all periods of advertisement and the 

consumer has the right to be aware of all 

information relating the electronic contract before 

signing it. 

 

V. METHODS OF PROVIDING THE 

INFORMATION 
The Presidential Decree No. (21) Of 2025 

Concerning to the Electronic Commerce obliges 

the seller to provide the consumer with the 

information related to sale, enabling him to see it in 

all stages of advertisement. The Presidential Decree 

No. (21) Of 2025 Concerning to the Electronic 

Commerce defines the electronic advertisement as: 

"Any advertisement that aims, directly or 

indirectly, to market, promote, and sell a product or 

service through the electronic means or electronic 

intermediary" [12]. 

The Presidential Decree No. (21) Of 2025 

Concerning to the Electronic Commerce obliges 

the seller to provide the consumer with all the 

necessary information relating to the electronic 

transaction. The seller should provide the consumer 

with the information, which will enable him/her to 

see it in the stage of advertisement, before signing 

the electronic contract. 

The Presidential Decree also obliges the 

seller to provide the consumer with the information 

by using the electronic means which contain all 

information about sales contract. Posting the 

information of the goods on the website is for 

advertisement before concluding the electronic 

contract. In addition, the website of the seller must 

contain all information about the goods and 

services. 

 

 

 

 

VI. FALSE AND MISLEADING 

ADVERTISING THROUGH THE 

INTERNET; WHAT IS’ 

ELECTRONIC MISLEADING’ 

ADVERTISEMENT? 
Misleading means: delusive; calculated to 

be misunderstood[13]. Therefore, misleading is 

fooling the consumer without giving him/her false 

information. The merchant formulates the data in a 

way that misleads the consumer, and encourages 

him to buy the goods depending on the 

advertisement from the merchant[14]. 

In line with this issue, the Presidential 

Decree No. (21) Of 2025 Concerning to the 

electronic Commerce determines the liability for 

providing false information regarding the products 

or services through the electronic means. However, 

this law does not give any other explanation of 

misleading information.  Article 9/2 of the 

Presidential Decree No. (21) Of 2025 Concerning 

to the electronic Commerce prevents the electronic 

supplier from deception, misleading, or ambiguity 

in the electronic advertisement regarding the 

products or services[15]. 

In addition, article 23/1/c of the 

Presidential Decree No. (21) Of 2025 Concerning 

to the electronic Commerce penalizes anyone who 

provides false information about the products or 

services. The presidential Decree punishes anyone 

who displays or publishes an electronic 

advertisement in violation of the provisions of 

article (9) of this Decree-Law by imprisonment for 

a maximum of three years or a fine not more than 

JD 500 and less than JD 4000 or both of these 

penalties [16]. 

Therefore, the Presidential Decree No. 

(21) Of 2025 Concerning to the electronic 

Commerce provides deterrent penalties to sellers 

carrying out any illegal practices through the 

Internet especially misleading advertisement. The 

seller should provide the correct information 

regarding their commercial activities. Furthermore, 

electronic advertisement should rely on the correct 

information, and the seller should provide the 

consumer with the correct information regarding 

the products and services. The seller would be 

potentially liable if they provide inaccurate or 

erroneous information in the course of electronic 

advertisement. 

On the other hand, the Executive 

Regulation No.13/2009 for the Palestinians 

Consumer Protection Law No.  21/2005 clarifies of 

misleading advertisements. Article 23 provides 

that: Data, advertisements, and offers are 
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considered misleading in the following cases: An 

advertisement or offer that specifies the price of an 

advertised product or service in monthly payments, 

without specifying the value of payment for the 

product or service or installment period. The 

advertisement that mentions the method of 

manufacturing the product which does not reflect 

the reality of it's made. An advertisement that 

includes a change, alteration, or hide of the true 

country of goods origin. An advertisement that 

does not include the specifications to explain the 

reasons for the price differences in any good or 

service. An advertisement that uses a forger or fake 

trademark [17]. 

This article is important to protect the 

consumer against misleading advertisement as it 

clarifies many examples of activities which are 

illegal through an electronic advertisement. 

In addition, the electronic advertisement 

can be misleading if the advertisement message 

contains incorrect information, and affects and 

encourages the consumer to take a decision by 

depending on this misleading advertisement. 

“Misleading” is indicating unreal data contrary to 

the reality in the content of advertisement or by 

giving this information to the audience. This can be 

in the form of an advertisement to the consumer 

from the website owned by someone else, thus 

making the consumer believe that he is contracting 

with the website. This leads to the misleading of 

the consumer who reads the advertisement[18]. 

The electronic advertisement should 

contain all information about the products clearly 

and genuinely to enable the consumer to read it and 

understand its contents. Therefore, the seller is 

obliged to clarify all the qualities and defects of the 

goods, and is forbidden to describe the goods 

misleadingly. An example: an advertisement 

claiming that the goods are without faults. In 

addition, the seller cannot say that these goods are 

free from any defects. Another example of 

misleading information is a website of unreal 

certificates that describe unreal qualities of the 

goods, or when the seller claims that the goods had 

been inspected by an international company which 

released the certificates to that effect. Whilst, the 

information is wrong and the company had not 

checked the validity of the goods or, in the case 

company is non-existent or the certificate is forged. 

In brief, all of these practices are illegal and the 

seller would be liable for any harm that may 

happen to the consumer, especially if he bought 

these goods based on the   misleading 

advertisements. 

On this issue, we can take a page from the 

case before the French court Friday? fining US 

agrochemical giant Monsanto Company[19]around 

15,000 Euros for a misleading advertisement about 

the environmental impact of the herbicide 

Roundup. This advertisement was about the 

environmental impact of the claim by Roundup that 

is supposedly biodegradable and left the soil clean 

after its use. However, it was dangerous to the 

environment according to the European Union 

(EU), and a former chairman of Monsanto 

Agriculture France was found guilty. In addition, 

Scotts France, who is Monsanto's French 

distributor, was fined 15,000 Euros. The Monsanto 

Company was sued by the French environmental 

and consumer rights campaigners on the grounds of 

misleading advertisement in 2001, based on the 

fact that Roundup is dangerous to the environment 

according to the EU. The defendants were obliged 

to compensate the Brittany Water and Rivers 

Association 5,000 Euros, and also compensate the 

CLCV consumers group 3,000 Euros[20].The 

highest court in France held that the US 

agrochemical giant Monsanto mislead their 

customers about the safety of Roundup, affirming 

an earlier ruling. Finally, France's Supreme Court 

approved the ruling of the Lyon criminal court 

against Monsanto in 2007, and also affirmed the 

verdict of the Lyon court of appeal in 2008 against 

Monsanto[21]. 

This advertisement was misleading 

because it contained false information, and the 

consumer bought the item counting on this 

information. The company said that this product 

was safe in order to encourage the consumer to 

purchase it. But this product was in fact unsafe and 

had many dangerous effects on the soil. For this 

reason, Monsanto Company was found guilty, and 

was penalized by fines. Therefore, the decision of 

the court is important to prevent misleading 

information about the goods, especially on the 

Internet in e-transactions. 

Generally, the misleading 

electronicadvertisement depends on two elements. 

The first one is the act element (misleading). It is 

any act that leads to misleading and deception of 

the consumer. The electronic advertisement might 

be misleading if it misled the consumer. The 

second element is the criminal intent: the intention 

of deceiving and misleading the consumer via an 

electronic message to encourage him to conclude a 

contract. Misleading can be through positive or 

negative action such as in failing to mention 

essential data related to the goods[22]. 
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Misleading advertisements is an illegal 

practice which leads to the punishment of the 

perpetrator. In fact, misleading advertisements hold 

the element of punishment as any other illegal 

activity, considered as misleading acts with the 

intent of deceit. On the other hand, sometimes 

misleading action exists without the seller‟s 

intention, if he is not aware of the content of the 

advertisement; especially when someone hacks the 

website and uploads misleading information before 

the seller uncovers the hacking and removes the 

misleading information. In this situation, the seller 

will not be liable particularly if the website is 

strongly secured because the seller took all the 

procedures to prevent hacking his website and the 

element of misleading intention is absent. 

 

VII. NATURE OF LIABILITY FOR 

MISLEADING INFORMATION 
The seller would be liable if he provided 

wrong or misleading information to the consumer 

in an electronic contract, and he would also be 

liable if this information caused any damage to the 

consumer. 

Article 23/1/c of the Presidential Decree 

No. (21) Of 2025 Concerning to the electronic 

Commerce penalizes anyone who provides false 

information about the products or services. The 

presidential Decree punishes anyone who displays 

or publishes an electronic advertisement in 

violation the provisions of Article (9) of this 

Decree- by imprisonment for a maximum of three 

years or a fine not more than JD 500 and less than 

JD 4000 or both of these penalties[23]. 

In fact, the Presidential Decree No. (21) 

Of 2025 Concerning to the electronic Commerce 

provides deterrent penalties on seller who carries 

out any illegal practices through the Internet 

especially misleading advertisement. The seller 

should provide the consumer with the correct 

information regarding their commercial activities.  

Furthermore, the electronic advertisement should 

rely on the correct information, and the seller must 

provide the consumer with the correct information 

regarding the products and services. The seller 

would be potentially liable if he provides 

inaccurate or erroneous information in course of 

electronic advertisement. 

Furthermore, article 27/7 of the 

Palestinian Consumer Protection Law No. 21/2005 

[24]. The Presidential Decree No. (27) of 2018 

Concerning to the amendment of the Palestinian 

Consumer Protection Law No. 21/2005 punishes 

anyone who displays or publishes an advertisement 

in violation of the provisions of Article (15) of this 

Decree-Law by a fine of not less than JD 1000 and 

not more than JD 2000 or its equivalent legally 

circulating currency[25] according to article 15 of 

the Palestinians Consumer Protection Law No.  

21/2005, the advertisement must describe the 

products, and this advertisement must be free from 

cheating or misleading the consumer[26]. In fact, 

these articles are essential in protecting the 

consumers from misleading advertainments 

especially through the Internet as it contains many 

misleading advertisements and the consumer does 

not have all information about the goods and 

services. 

In addition, article 3 of the Presidential 

Decree No. (27) of 2018 Concerning to the 

amendment of the Palestinian Consumer Protection 

Law No. 21/2005 penalizes anyone who misleading 

the contractual party about the reality, the nature, 

or the type of the products by imprisonment for not 

less than three years and not more than ten years 

and a fine of not less than JD 3000 and not more 

JD10000 or its equivalent legally circulating 

currency[27].In Fact, the contract can be 

terminated if any party used serious deceptive 

methods that other party would have never 

concluded the contract if he knew about reality[28]. 

In fact, The Civil Offenses Law No. 

36/1944, clarifies the terms of suing the seller in 

case of fraud, which are, if the aim of fraud is to 

deceive the Plaintiff, leading to deceit, the deceived 

person depends on the fraud in his works, and 

suffers from material harm due to fraud[29]. 

As a rule, the responsibility of the seller 

would be a contractual responsibility if he breached 

his contractual obligations. The seller should 

provide the buyer with all information about the 

goods, and if he provided the buyer with wrong 

information, he would be liable for breach of 

contract. 

In general, the contractual liability for 

misleading information in the electronic contract 

depends on the validity of the contract between the 

seller and buyer, but if there were no valid contract 

between the seller and buyer, there would be no 

contractual liability in case of void contracts[30]. 

Therefore, the liability for breach of 

contract in case of misleading information in an 

electronic contract requires a valid contract 

between the seller and buyer. However, the seller 

would be liable based on tort liability if there is no 

valid contract between the seller and buyer, or if 

this contract is void. 

In addition, the Palestinian Civil Draft 

Law No. 4/2012 provides: “In binding contracts, if 
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any party does not fulfil his obligation, the other 

party can demand the performance of the contract 

after informing him or he can terminate the 

contract with compensation. In binding contracts, if 

the obligation is terminated because of 

impossibility of enforcement, the other obligations 

expire/lapse, and the contract terminates 

automatically” [31]. 

It can be argued that the Palestinian Civil 

Draft Law No. 4/2012 regulates the provisions in 

case of contractual liability, and the innocent party 

can claim compensation based on loss suffered by 

him/her. However, the other party can deny his 

liability if they proved that the enforcement of 

contract became impossible due to force majeure. 

In the light of this, the seller should 

provide the buyer with all information related to 

the electronic contract. However, if he provided the 

buyer with wrong information, thus leading to any 

damage, he would be liable for the provisions of 

contractual liability because he did not implement 

his contractual obligations especially in providing 

the correct information about the goods. 

Furthermore, the Palestinian Civil Draft 

Law No. 4/2012 provides: “silence to hide 

something is considered a deceit if it is proven that 

the deceived person would have never concluded 

the contract if he knew about that matter”[32]. 

 It can be inferred from this article that the 

wrongdoing of the sellers can be in the form of 

non-disclosure of essential information pertaining 

to the electronic contract. Therefore, the seller 

would be liable if he provides the buyer with wrong 

information. Furthermore, he would be liable if he 

did not provide the buyer with important 

information regarding the electronic contract. In 

fact, these articles are important to clarify the 

liability of the seller in case of misleading 

information through the Internet because the seller 

sometimes does not provide the consumer with all 

correct information about the goods especially if 

there is a defect in it. As a result, the consumer 

purchases the goods on the basis of the information 

provided without knowing that there are some 

defects and problems with the goods especially in 

e-transactions because the consumer cannot see all 

the features of the goods online; he depends on the 

seller‟s description and online pictures. 

Furthermore, the consumer cannot inspect the 

goods physically before purchasing and receiving 

them. 

We can learn more about this issue from 

the Egyptian High Court because the course of 

Palestine is still new. For this reason, there are no 

decisions from the Palestinian courts on several 

topics such as the contractual liability in case of 

providing misleading information. 

The Egyptian High Court decided that 

fraud is positive where fraudulent methods, or 

negative, which refers to the silence of contractual 

party in providing the other party with essential 

information regarding the contract[33].The court 

confirms that, the contracting party should inform 

the other party about important information 

regarding the electronic contract, and this 

information should be correct. However, the 

Palestinian Civil Draft Law No. 4/2012 is unclear 

on the issue of fraudulent methods in e-

transactions. Therefore, it is important for the 

Palestinian law to state that this issue particularly 

in electronic contracts where fraud practices are 

rampant. This is an important part that implies that 

there needs to be a fair apportionment of liabilities 

in e-transactions. This encourages the creation of 

new laws in Palestine which regulate liability in e-

transactions. 

On the other hand, the seller would be 

liable under tort if he provided the buyer with 

wrong and misleading information before, during, 

or after concluding the contract. The laws of tort 

apply in the absence of a contract between the 

seller and the buyer. The wrongdoing of the seller 

leads to damage to the buyer because he provides 

him with misleading information. Al-Majallah (The 

Ottoman Courts Manual based on Hanafi 

jurisprudence). Mejallatul Ahkam Al-„adlyyah 

provides: “Injury may not be met by injury”[34].   

In fact, damage might be material which 

leads to prejudice against anything that has 

monetary value[35].  Besides, the compensation 

includes all heads of claims.  under Palestinian law. 

Article 186 of the Palestinian Civil Draft Law No. 

4/2012 provides: “The compensation is appreciated 

in all situations according to damage and loss of 

profits to an injured person. This damage should be 

the normal result of harmful act”[36]. Damage 

should have actually occurred according to 

Palestinian law. Damage should result from 

harmful acts, and the causal relationship should be 

claimable in an action for damage in tort liabilities. 

The Egyptian High Court decided on this 

issue: “Damage that requires compensation should 

have actually happened or is imminent.  However, 

the potential damage does not cause liability 

because it may or may not occur, and compensation 

will be given if this damage has actually 

happened”[37].  Accordingly, the seller should 

compensate the consumer for any damage caused 

to him as a result of providing him with misleading 

information before concluding the electronic 
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contract. An example: If the subject matter is a 

computer program and the seller told the consumer 

that this program is free from any defects and 

cheap, but the consumer found that this program is 

defective which affected his data. 

Damage can be assessed immediately 

upon its happening, and the judge can decide on it 

according to the Palestinian Civil Draft Law No. 

4/2012[38].  The judge can issue a temporary order 

if he cannot immediately assess the damage caused 

because it is not clear; and the injured person can 

the total value.  The judge can postpone the 

judgment until clarification of the value of the 

damage. The compensation might be paid at once 

or in stages, and the judge can obligate the debtor 

with insurance in this case if necessary. 

It is interesting to learn more about this 

issue by studying the case of fraud from the 

European Consumer Centers Network (ECC-Net). 

A consumer was playing a game on the Internet in 

France. Whilst doing that, another player 

communicated with him and influenced him to buy 

some products from a website which looked like an 

official business website. The consumer sent all his 

personal information. Unfortunately, the hacker 

broke into the consumer‟s account and all valuable 

items, worth around €350 in his payment account 

were lost. In addition, his account was suspended 

by the seller as he breached the terms and 

condition[39]. 

In this case, the consumer was a victim of 

fraud on the Internet because of misleading 

information as a player informed him about the 

website where products can be purchased on the 

Internet, but the website was a fake. This 

misleading information caused harm to the 

consumer as he lost his account and money. 

Therefore, the player is liable under the provision 

of tortious liability because he provided the 

consumer with misleading information which 

caused his loss. 

In general, the liability under tort in 

Palestine are established in the Palestinian Civil 

Draft Law No. 4/2012, as any harm caused to 

others needs compensation. Civil Law regulates 

this issue in general without giving the specifics of 

damaging actions. In fact, this article can apply in 

e-transactions, especially in the issue of misleading 

information. By the way, the researcher 

recommends creating some provisions for tortious 

liability suitable for electronic environment besides 

the provisions in Civil Law. 

 

 

VIII. CONCLUSION 
Based on the above discussion, we can see 

that a seller in an electronic transaction assumes 

some responsibilities to the consumers or buyers. 

The seller should provide the consumer with all 

information related to the subject matter and 

contract in the electronic transaction according to 

the Palestinian Presidential Decree No. (21) Of 

2025 Concerning to the electronic Commerce and 

Consumer Protection Law No. 21/2005. He should 

provide this information in the electronic 

advertisement before concluding the electronic 

contract, and he should provide the consumer with 

all the information by using all the ways that enable 

him to know the truth of the thing sold, the manner 

of its delivery and method of payment. 

The seller would be liable in the case of 

providing the consumer with wrong and misleading 

information to induce him to sign the electronic 

contract. The liability of the seller for providing 

misleading information dealt with by the law of 

negligence, if he provided the consumer with 

wrong and misleading information before, during, 

or after concluding the contract. The laws on 

tortious liability apply in the absence of a contract 

between the seller and the consumer according to 

the Palestinian laws. 

The liability of the seller for providing the 

consumer with misleading information after 

concluding the contract is breach of contract. 

Generally, the liability for breach of contract is 

applicable if there is any failure in fulfilling 

contractual obligations. The buyer can claim 

compensation for any damage because of 

misleading information. 

 The seller should provide the consumer 

with the information about delivery of goods in the 

electronic contract. The method of delivery in the 

electronic contracts depends on the nature of the 

purchased items, such as electronic books and 

computer programs are delivered online. Other 

methods are delivery via traditional methods. 
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